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Abstract. The paper presents issues associated with the impact of electromagnetic interference on track-side cabinets of a closed-circuit television
system (CCTV) functioning in a railway transport environment. The measurements of an electromagnetic field emitted by a track-side CCTV
cabinet were presented. Designs of this kind are operated in railway facilities; therefore, they should not disturb the functioning of other equip-
ment, the rail traffic control systems, in particular (the so-called inner compatibility). An analysis of the obtained results facilitated developing
a research model, and, further, improving its reliability and conducting an operational analysis, considering electromagnetic interference. This
enabled us to determine a relationship allowing us to specify the probability of a track-side CCTV cabinet staying in a state of full ability. The
presented discussions regarding a track-side CCTV cabinet, considering electromagnetic interference, allow us for the numerical assessment
of different types of solutions (technical and organizational), which can be implemented in order to mitigate the impact of electromagnetic

interference on the system functioning.
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1. Introduction

CCTYV systems are used in various branches of transport (criti-
cal infrastructure) in order to ensure the travellers’ safety [1,2].
They are also used in railway transport [3—6], most often func-
tioning in diverse operating conditions. The observations of
their operating process in a railway environment confirm the
dependency of their correct operation on the reliability of the
system components, and an efficient operational management
process [7-9]. Therefore, a thorough analysis of the reliability-
operating phenomena of CCTV systems should consider not
only their reliability, but also the efficiency of operational man-
agement [10]. For this purpose, the authors imitated the phe-
nomena occurring in reality (including electromagnetic inter-
ference) in a research model of a track-side CCTV cabinet.
CCTV systems are currently very often used in transport
systems (critical infrastructure). Their correct operation signif-
icantly impacts the safety and efficiency of a transport process
[11, 12]. The unreliability of these devices in terms of safety
may lead to traffic safety hazards [13]. The theory of reliability
deals with the analysis of the damaging impact on specified reli-
ability indicators [14, 15], among others. The area of interest of
the safety theory includes the results of damage, which lead to
safety hazards (especially, from the point of view of a transport
process, as well as traffic control) [16, 17]. Therefore, the issue
of correctly defining which state of the system can be deemed
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permissible or unacceptable from the point of view of safety
(impendency over safety states) is very important.

Increasing the safety level of transport systems can be
achieved by improving their reliability parameters, among oth-
ers. The reliability of a track-side CCTV cabinet is impacted
by both the reliability of its components, as well as the use
of redundant structures. The first solution is aimed at prevent-
ing damage. In the second case, the use of redundancy, al-
though leading to an expansion of the system, enables toler-
ating the occurring damage (through the introduction of impen-
dency over safety states) [18]. Redundancy can apply to both
sub-assemblies of the device, as well as external power supply
systems or data transmission paths [19]. The quality of informa-
tion [20-22] obtained by the systems from the sensors or cam-
eras [23-26] is also important during a reliability-operational
analysis. Some authors suggest the use of artificial neural net-
works [27,28] or fuzzy logic [29] in their research papers. The
functioning of a track-side CCTV cabinet is also significantly
impacted by the vibrations generated as a result of rail vehicle
movement [30,31] but they are not considered in this article.

Assessing the impact of electromagnetic interference on the
operation of transport systems has been the subject of scien-
tific research for a long time [32,33]. The analyses concern not
only mobile means of transport but also stationary facilities.
However, we still lack detailed elaborations containing both the
deliberations in the field of electromagnetic compatibility mea-
surements, as well as the reliability-operational analysis.

The evaluation of electromagnetic compatibility considering
the impact of atmospheric discharges on the operation of var-
ious electronic devices has been so far discussed in regard to
railway transport, among others. The electronic devices used
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in transport include i.e. rail traffic control systems, systems
installed at level crossings, GSM-R (Global System for Mo-
bile Communications — Railway), visual monitoring systems,
etc. The analyses in that field were presented in paper [34].
The authors previously presented various methods of protection
against adverse phenomena of such type. They also described
solutions increasing the protection efficiency (i.e. through the
arrangement of electronic devices adequate to the environmen-
tal conditions already at the engineering stage of the systems
and protective elements).

Paper [35] should be cited among the scientific works in the
field of ensuring electromagnetic compatibility of electronic
systems and devices. The elaboration describes important is-
sues associated with using various materials for the construc-
tion of mobile means of transport and their impact on satisfy-
ing the requirements of electromagnetic compatibility (includ-
ing screening).

Another group of publications includes deliberations in
the field of electromagnetic interference and electromagnetic
compatibility of electronic safety systems [36, 37], includ-
ing CCTVs in particular. The authors of these papers present
a generic approach towards this issue, not considering the spe-
cific nature of rail transport and the requirements therein.

The publication [38, 39] presents issues regarding electro-
magnetic interference emitted by CCTV systems. Their authors
paid particular attention to the electromagnetic radiation emis-
sion by individual devices constituting the studied CCTV sys-
tem. It was generally concluded that the limit values were ex-
ceeded. Hence, a tested system can adversely impact the func-
tioning of other electronic devices nearby. Therefore, it is nec-
essary to search for solutions mitigating the impact of electro-
magnetic interference on other devices.

The issue of decreasing electromagnetic interference emis-
sions in CCTV systems was discussed in [40]. The study in-
cluded all kinds of leaks in the metal housings of the cabinets,
as well as a power cable and transmission bus penetrations,
which can appear within the screening of various equipment.
It was concluded that such structural solutions have a high im-
pact on the possibility of exceeding permissible emission levels
and meeting EMC requirements.

A similar approach, as in the aforementioned article, was pre-
sented in the publications [41]. The authors studied the impact
of electromagnetic interference on the functioning of electronic
devices (forming an intrusion detection system). It was con-
cluded that at high frequencies (i.e. 988 MHz), the system will
erroneously signal a state of alarm.

The previous considerations (presented above) in the field of
electromagnetic compatibility of CCTV systems, considering
electromagnetic interference, and the suggestions of solutions
decreasing the level of electromagnetic interference, do not take
reliability-operational modelling into account. This is why the
authors of this article decided to adopt such an approach while
bearing in mind the specificity of rail transport and the applica-
ble normative requirements [42—-45].

The paper presents the measurements of an electromagnetic
field emitted by a track-side CCTV cabinet. Technical solu-
tions of this kind are installed in railway objects; therefore, they

should not disturb the functioning of other equipment, the rail
traffic control systems, in particular. An analysis of the obtained
results enabled us to develop a research model, and a further
reliability-operational analysis, considering electromagnetic in-
terference.

2. Reliability-operational analysis of a track-side
CCTYV cabinet with regard to electromagnetic
interference

The radiated interference emissions of a track-side CCTV cab-
inet on level crossing were measured in “in situ” conditions, at
a distance of 3 m, over a frequency band of 30 MHz to 1 GHz.
Two types of antennas, which enable complete coverage (mea-
surement) of the specific frequency range were used for mea-
suring the radiated interference emissions over the frequency
band of 30 MHz to 1 GHz.

The following antenna types were used to measure the radi-
ation interference emissions:

e A biconical antenna enabling the measurement of an elec-
tric field component, over a frequency range from 30 MHz
to 230 MHz. The measurement is taken for vertical and hor-
izontal polarization of an electromagnetic wave — Fig. 1.

e A log-periodic antenna enabling the measurement of an
electric field component, over a frequency range from
230 MHz to 1 GHz. The measurement is taken for verti-
cal and horizontal polarization of an electromagnetic wave
- Fig. 2.

Biconical antenna

¥

Fig. 1. Diagram of a stand for measuring the electric field intensity
over a frequency range from 30 MHz to 230 MHz
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Fig. 2. Diagram of a stand for measuring the electric field intensity
over a frequency range from 230 MHz to 1 GHz
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The source of electromagnetic interference should be at a cer-
tain distance from the measurement system, in this case, the
measurement antenna, the type of which depends on the fre-
quency range of the interfering signals. To measure the compo-
nent of the electric field strength E we use two different types
of antennas, depending on the range of measured frequencies
— Fig. 1 biconical antenna frequency range from 30 MHz to
230 MHz, while for the frequency range 230 MHz, it is 1 GHz
— Fig. 2 log-periodic antenna. The height of the antenna (1—
4 m) during the measurement is determined by the influence of
the ground plane and objects, e.g. metal, that may be in a con-
sidered area and influence the distortion of the electromagnetic
field by the so-called secondary radiation. The measurement
distance of 3 m is determined by the frequency range of the
interfering signals.

The electromagnetic field background measurement was
conducted for a frequency range from 30 MHz to 1 GHz. The
green colour on the graphs marks the course of the electro-
magnetic field background measurement for the individual fre-
quency sub-ranges. The red colour marks a measurement with
an activated track-side CCTV cabinet. The measurement was
conducted over a vast railway area, excluding the impact of
non-stationary interference generated by interference sources,
which are found in an electric train unit. The exceeded limit
values of the electromagnetic field over a frequency band of
30 MHz-50 MHz, with its source being a track-side CCTV
cabinet, were observed during the radiated interference emis-
sion measurements.

The measurements were conducted with the use of an EMI
ESCI3 measurement receiver and two antennas:

e a VBA 6106A biconical antenna,
e a VUSLP 9111B log-periodic antenna.

The used measuring equipment satisfied the requirements of
the standard [46]. The measurements were conducted as per the
methodology presented in the standard [47]. Electromagnetic
radiation limit values were adopted as per the guidelines in-
cluded in the standard for railway objects [48,49].

Electromagnetic compatibility (EMC) test involved a track-
side CCTV cabinet consisting of:

e arectifier power plant,
an AC/DC converter,
an IP amplifier,

a modem,

a screen,

an IP server,

a recorder.

The cabinet is supplied by AC power from a 230V AC indus-
trial power grid.

The radiated interference emission measurement for a fre-
quency band of 30 MHz -+ 230 MHz and vertical antenna po-
larization is shown in Fig. 3. Table 1 shows the values of fre-
quencies at which the radiated interference emission limits were
exceeded over the frequency range of 30 MHz <+ 230 MHz for
vertical antenna polarization. The radiated interference emis-
sion measurement for a frequency band of 30 MHz - 230 MHz
and horizontal antenna polarization is shown in Fig. 4. Table 2

Bull. Pol. Acad. Sci. Tech. Sci. 69(2) 2021, e136747

shows the values of frequencies at which the radiated interfer-
ence emission limits were exceeded over the frequency range
of 30 MHz - 230 MHz for horizontal antenna polarization.
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Fig. 3. The radiated interference emission measurement for a fre-
quency range of 30 MHz-230 MHz and vertical antenna polarization
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Fig. 4. Radiated interference emission measurement for a frequency
range of 30 MHz-230 MHz and horizontal antenna polarization

Radiated interference emission measurement for a frequency
band of 230 MHz-1 GHz and vertical antenna polarization is
shown in Fig. 5. Table 3 shows the values of frequencies at
which the radiated interference emission limits were exceeded
over the frequency range of 230 MHz-1 GHz for the vertical
antenna polarization. The radiated interference emission mea-
surement for a frequency band of 230 MHz—-1 GHz and hori-
zontal antenna polarization are shown in Fig. 6. Table 4 shows
the values of frequencies at which the radiated interference
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Table 1
The values of frequencies at which the radiated interference emission limits were exceeded over the frequency range of 30 MHz-230 MHz for
vertical antenna polarization

P Value of the amplitude of disturbing sig- F Value of the amplitude of disturbing sig-
ri%lll;::cy nal U [dBuV] for radiated interference rigll:l::cy nal U [dBuV] for radiated interference
[MHz] emission levels over a frequency level of [MHz] emission levels over a frequency level of

30 MHz-230 MHz — background level 30 MHz-230 MHz — device on
32-42
87 28 (frequency band) max 58
101 52 87 59
_ _ 89 57
_ - 101 52
_ _ 106 51

Table 2
The values of frequencies at which the radiated interference emission limits were exceeded over the frequency range of 30 MHz-230 MHz for
horizontal antenna polarization

e N Value of the amplitude of disturbing sig- Fr N Value of the amplitude of disturbing sig-
fg’llgecy nal U [dBuV] for radiated interference evililllsecy nal U [dBuV] for radiated interference
[MHz] emission levels over a frequency level of [MHz] emission levels over a frequency level of

30 MHz-230 MHz — background level 30 MHz-230 MHz — device on
88 58 88 58
89 54 89 54
95 51 96 52
101 55 101 55
104 55 104 55
- — 106 53

emission limits were exceeded over the frequency range of
230 MHz~1 GHz for the horizontal antenna polarization.

The result was a conclusion that for some frequency ranges,
the limit values were exceeded. Therefore, there is a need for
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Fig. 5. Radiated interference emission measurement for a frequency
range of 230 MHz-1 GHz and vertical antenna polarization

further research in order to develop efficient methods for miti-
gating electromagnetic interference.

Very low-frequency disturbing signals, e.g. from the power
grid, do not affect the operation of electronic safety systems.
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Fig. 6. Radiated interference emission measurement for a frequency
range of 230 MHz-1 GHz and horizontal antenna polarization
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Table 3

vertical antenna polarization

The values of frequencies at which the radiated interference emission limits were exceeded over the frequency range of 230 MHz-1 GHz for

Frequenc Value of the amplitude of disturbing sig- Frequenc Value of the amplitude of disturbing sig-
V(zllue y nal U [dBuV] for radiated interference v?alue y nal U [dBuV] for radiated interference
[MHz] emission levels over a frequency level of [MHz] emission levels over a frequency level of

230 MHz-1 GHz - background level 230 MHz-1 GHz — device on
500 60 500 60
750 59 750 59
780 58 780 58
780-810 % 780-810 o1
(frequency range) max (frequency range) max
940-970
897 95 max 95
(frequency range)
940-970 9% 3
(frequency range) max B

Table 4
The values of frequencies at which the radiated interference emission limits were exceeded over the frequency range of 230 MHz—1 GHz for
horizontal antenna polarization

Value of the amplitude of disturbing sig- Value of the amplitude of disturbing sig-
Frfigllﬁ:cy nal U [dBuV] for radiated interference Frciglllggcy nal U [dBuV] for radiated interference
[MHz] emission levels over a frequency level of [MHz] emission levels over a frequency level of
230 MHz-1 GHz - background level 230 MHz-1 GHz — device on
508 61 508 62
750 63 750 58
780 58 780 58
780-810 0 780-810 %
(frequency range) max (frequency range) max
940-970 940-970
max 90 max 90
(frequency range) (frequency range)

In this frequency range, there are distinguished two measuring
ranges for interference signals: ELF (extremely low frequen-
cies 5 Hz to 2 kHz) and VLF (very low frequencies 2 kHz
to 100 kHz). The value of disturbing signals in a given space,
where the elements of electronic safety systems are used, do not
exceed the acceptable level of safety for the use process. The
sources of interference in this frequency range generate com-
ponents of the electromagnetic field E, H that do not affect the
use process.

In the course of analyzing the measurement results, it can be
concluded that a track-side CCTV cabinet operated in a rail-
way transport environment (with electromagnetic interference
present [50, 51]) can stay in defined states [52-54]. There-
fore, it was decided to conduct a reliability-operational anal-
ysis [55,56]. This will enable the determination of the relation-
ships that allow us to calculate the values of the probabilities of
the track-side CCTV cabinet staying in the distinguished states
of operation.

An example of a video monitoring system diagram is shown
in Fig. 7.

Bull. Pol. Acad. Sci. Tech. Sci. 69(2) 2021, e136747

The mechanism of electromagnetic interference penetrating
railway device circuits is called coupling. A track-side CCTV

acoustic-optical
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Fig. 7. The structure of a typical CCTV
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cabinet, as shown in Fig. 8, is subject to the impact of the ra-
diated electromagnetic field (EMF) interference over a broad
range of frequencies. A transmission bus or a power cable of
a track-side CCTV cabinet “collects” the HF disturbing current
with this cable. This phenomenon appears as a result of EMF
coupled with this cable. A track-side CCTV cabinet power ca-
ble/transmission bus shall be treated as a receiving antenna in
this case. The interference current induced in the a/m cables un-
der the influence of EMF, together with the useful signal, is sup-
plied to a track-side CCTV cabinet. The useful signal, together
with the disturbing current, disturbs the track-side CCTV cabi-
net reference potential as a result of coupling through common
impedance Z. Serial (through EMF) and parallel (Z and C) cou-
pling is executed in a track-side CCTV cabinet. The coupling
is executed by the following elements: reference Z and capaci-
tance C impedance of a PCB board relative to a metal casing
of the cabinet. Coupling of the board with the metal casing
may be mitigated by decreasing the parasitic capacitance be-
tween a circuit particularly sensitive to the interference present
in a given device and the ground, or by decreasing the fast tran-
sient voltage present at this capacitance. The interference volt-
age present on common reference impedance Z may result in
the appearance of coupling through crosstalk — inductive or ca-
pacitive in electrical cables, which are located near an interfer-
ence source — U,,;. The difference in the potential between the
cable and the track-side CCTV cabinet environment creates an
electric field around this cable. A variable electric field, in turn,
generates a current which is induced in the cables located near
a transmission bus (the so-called capacitive crosstalk — Cp,,).
The coupling is proportional to the rate of the interference volt-
age changes over time.

Inverter control input
connector - AC and DC
signals

track-side CCTV cabinet

output signals

~\|

Shielded cable for
controlling the technical
of the
converter output signal

with a screen

1 Hyo
S[dB] = —
[dB] =3~

Fig. 8. Impact of interference on a track-side CCTV cabinet

Designations in the fig.:

S [dB] — screening efficiency

H,, — the strength of the component of the magnetic field without the
shield

H;, — the intensity of the component of the magnetic field with the
shield

Szp1 — the state of impendency over safety [

Szp> — the state of impendency over safety II

H - the magnetic component of the electromagnetic field

Y1, Yy...., Y, —output signals

X1, X2, X3, X4 — input signals

In the course of conducting an operational analysis regarding
a track-side CCTV cabinet, it is possible to illustrate the rela-
tionships occurring in such a structure, in terms of reliability
and operation, as presented in Fig. 9.

I'ze1 Azp1

1 Qzs1(t)

T'so Uso

Qzsa(t)

Fig. 9. Relations in a track-side CCTV cabinet, taking into account
electromagnetic interference

Designations in the figure:

Rp(t) - probability function of the system staying in the state of
full ability Spz

Qzp1(t) — the probability function of a system staying in a state of
impendency over safety I Szp;

Qzp2(t) — the probability function of a system staying in a state of
impendency over safety II Szpo,

Qp(t) — the probability function of a system staying in a state of
the unreliability of safety Sp

Azp1 - intensities of transition from a state of full ability Spy to
a state of impendency over safety I Szp

Azpy - intensities of transition from a state of full ability Spz to
a state of impendency over safety II Szpo

Upz1  — intensities of transition from a state of impendency over
safety I Szp to a state of full ability Spz

Upzr  — intensities of transition from a state of impendency over
safety II Szp) to a state of full ability Spz

UBo — intensities of transition from a state of impendency over
safety II Szp, to a state of full ability I Spz

UB1 — intensities of transition from a state of the unreliability
of safety Sp to a state of full ability Spz

Ag1 — intensities of transition from a state of impendency over
safety I Szp to a state of the unreliability of safety Sp

Ap> — intensities of transition from a state of impendency over
safety II Szp, to a state of the unreliability of safety Sp

I'yp1 - the electromagnetic interference factor for the transition
intensity Azp

I'zpr - the electromagnetic interference factor for the transition
intensity Azg>

st — the electromagnetic interference factor for the transition
intensity Ag;

I — the electromagnetic interference factor for the transition
intensity Ag;

T'po — the electromagnetic interference factor for the transition

intensity Ugg
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In order to reduce the influence of electromagnetic interfer-
ence on the functioning of the track-side CCTV cabinets, var-
ious solutions are used (e.g. screening, the filtration of power
and signal lines, the separation of cable routes, the use of opti-
cal fibres). In the developed model it was assumed that it would
be determined by the factor of electromagnetic interference I'. It
will be characteristic for each of the intensities of transitions be-
tween the distinguished states. It was assumed that it will have
the following value:

reo,1). (1)

We assume that:

e [' =0 when there is no electromagnetic interference (the
applied solutions eliminate the influence of electromagnetic
interference on the track-side CCTV cabinet).

e "' =1 when solutions eliminating the influence of electro-
magnetic interferences on the track-side CCTV cabinet are
not applied.

Therefore, having a specific solution, it is possible to estimate
its impact on reducing the influence of electromagnetic interfer-
ence on the functioning of the track-side CCTV cabinet. Thus,
it is possible to quantify the factors of electromagnetic interfer-
ence I

A full ability Spyz is a state in which a track-side CCTV cabi-
net functions correctly. Impendency over safety I Szp is a state
in which a track-side CCTV cabinet is partially fit (parallel cou-
pling through a mutual impedance). Impendency over safety II
Szp> is a state in which a track-side CCTV cabinet is partially
fit (parallel coupling through board capacity relative to the cas-
ing). The unreliability of safety Sp is a state in which a track-
side CCTV cabinet is unfit (electromagnetic interference ex-
ceeds limit values).

If a track-side CCTV cabinet is in a state of a full ability Spz
and the interference appears in the form of parallel coupling
through a mutual impedance, then the system switches to a state
of impendency over safety I Szp; with the intensity of Azg;. If
the system is in the state of impendency over safety I Szp;, then
it is possible to switch to the state of a full ability Spz provided
that actions are taken aimed at restoring the fitness state.

In the event of a state of impendency over safety I Szp;
and the interference exceeding permissible values, the system
moves to a state of the unreliability of safety Sp with an inten-
sity of Ap;.

If a track-side CCTV cabinet is in a state of full ability Spz
and the interference appears in the form of parallel coupling
through board capacitance relative to the casing, then the sys-
tem switches to a state of impendency over safety I Szp, with
the intensity of Azp;. If the system is in the state of impendency
over safety Il Szpo, then it is possible to switch to the state of
a full ability Spz, provided that actions aimed at restoring the
fitness state are taken.

In the event of a state of impendency over safety Il Szp
and the interference exceeding permissible values, the system
moves to a state of the unreliability of safety Sp with an inten-
sity of Ags.

If a track-side CCTV cabinet is in a state of impendency over
safety I Szp, and the interference changes from parallel cou-

Bull. Pol. Acad. Sci. Tech. Sci. 69(2) 2021, e136747

pling through a mutual impedance to interference in the form of
parallel coupling through board capacitance relative to the cas-
ing, the system switches to a state of impendency over safety |
Szp1 with the intensity of tpg.

If a track-side CCTV cabinet is in a state of the unreliability
of safety Sp and actions are taken at restoring the state of fitness,
then it switches to a state of full ability Sp; with the intensity
of Up.

The exponential distribution to determine the individual
safety states of the CCTV system operation process can be used
considering preliminary aging, which is carried out in individ-
ual companies producing electronic components. The producer
of a given element — in this case, the CCTV system cameras,
determines the initial aging time, e.g. 2-4 days when the device
is connected to the power supply and produces reference sig-
nals. After this time, the given device of the security system is
subject to a technical inspection and is transferred to the recip-
ient. Given the aging time, it can be assumed that the failure
intensity A(t) of the individual elements constituting the safety
system has a constant value. During the initial aging, the most
damage occurs, this is known as the so-called age of the infant
element.

The system shown in Fig. 9 can be described by the following
Chapman-Kolmogorov equations:

Ry (t) = —Tz1 - Azp1 - Ro(t) + tpz1 - Oz (1)
—Izp2-Azp2 - Ro(t) + tpz2 - Qzp2(t) + up - Op(1),
Qg1 (1) =Tzp1 - Azg1 - Ro(t) — tpz1 - Ozpi (1)
— D1 - Ag1-Ozi(t) + o - Upo - Qzp2(1),
Qo (t) =Tzp2 - Azpa - Ro(t) — Upza - Ozpa(1)
(t)

2
—Tpo - Ap2 - Ozpa(t) — o - po - Qzpa(t),
Op(t) =T1- A1 - Ozp1(t) + T2 - Az - Qzpa(t)
— g Qp(1).
Assuming the baseline conditions:
Ro(0) =1,
) 3)

0781(0) = Qzp2(0) = Op(0) =0,

and applying the Laplace transform, the following system of
linear equations is obtained:

s Ro(s) — 1= —Tzp1 - Azp1 - Ry(s) + Hpz1 - Q7 (5)
—Tzpo - Azpo - Ry () + tpza - O7po (5)
+ s - Op(s),
s-07p1(s) = Tzp1 - Azp1 - Ry(s) — Upz1 - Q7p1 ()
— g1 - Ag1- Q71 () +Tgo - tpo- Ozpa(s), (4)
5 Qzp2(8) =Tzp2 - Azgo - Ro(s) — Upz2 - Q7pa (5)
—Tpa - Ap2- Q7o (s) — o~ Upo - Q7o (5),
5-Qp(s) =Tp1-Ap1- Oz (s) + Tp2 Ago - Qo (s)
— g - Op(s).

N
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Transforming it, a record in the schematic view is obtained:

Ry(s) = —(b1 -bz-c)/(bz-c-rzm “Azp1 - 1pz1
—a-by-by-c+bi-c-Tzpr-Azpr- Upz2
+b2-Tp1- A1 -1 -Tzp1 - Azp1 +b1 -T2
A2 g -Tzpa - Az +c¢-T'po - Upo - Upz1
Tz2 - Azp2 +T'p1 - Api 'FB()'.LLBO'HB'FZBQWZBz),

O7p1(s) = —(bz'c'rzm - AzB1 +C-FBO'.llBo-FZBz~7LZBz>/
(b2'C'FZBl -AzB1 - Mpz1 —a-by-by-c
+b1-c-Tzpo-Azpo - Upzo + b2 -T'pi - At
-up-T'zp1-Azp1 +b1-Tpo-Apr - Up
T'zpa - Azgo +c-T'po - Upo - Upz1 - Tzp2 - Azp2

+ g1 - Api 'FBO'#BO'#BTZBz'/IZBz),

O7p2(s) = —(b1 'C'FZBz'/lzsz)/(bz'C'FZBl - Azp1 - Upz1
—a-by-by-c+bi-c-T'zpr-Azpr- pz2 ©)
+by-Tp1-Ag1 - up-T'zp1 - Azp1 +b1 - Tpo - Apo

g -Tzpa- Az +c-T'go- Upo - tpz1 - Tzpo - Azpo

+Tg1-Ag1-To-tpo- Up-T'zp2 - /1232),

Op(s) =— (bz -Tp1-Ap1-Tzp1 - Azp1 +b1-Tpa- App
-Tzeo-Azgo+T'g1-Agi - T'po- 1o -T'zp2 - 1232)/
(bZ'C‘FZBl “Azp1-Mpzi —a-by-by-c+by-c-T'zp

“Azp2 - Upzo ++Db2-Tpr - Agi - up-Tzp1 - Azpi
+b1-Tpo-Apo-up-T'zpo- Azpo+¢-Tgo - Upo - Upzi

-Tzeo-Azpo+T'g1-Agi -T'po- Upo - U - T'zp2 - lzgz) ;
where:

a=s+Tzp1-Azp1 +Tzp2- Azpo
by =s+upzi +Tp1 - Ap1,
by = s+ upz2+Tp2 - Ag2 +Tgo - Upo,
c=s+Up.

By conducting further mathematical analysis, we obtain re-
lationships, which allow the determination of probabilities of
a system staying in states of full ability Spz, impendency over
safety Szp and Szp», and the unreliability of safety p.

3. Modelling the operation process
of a track-side CCTYV cabinet, considering
electromagnetic interference

Simulations and computer research provide an opportunity to
determine the influence of reliability and operational parame-
ters of individual elements on the entire system [57].

With the use of computer assistance, it is possible to conduct
calculations enabling the determination of the probability value
for a track-side CCTV cabinet to be in a state of full ability Spz.
Such a procedure is shown in the following example.

Example

Let us assume the following values describing the analysed

system:

e The duration of research — 1 year (the value of this time is
given in the units as hours [h]):
t=8760 [h];

e The intensity of transitions from a state of full ability to
a state of impendency over safety [ Azp,:
Azg1 = 0.000001;

e The intensity of transitions from a state of full ability to
a state of impendency over safety I Azg;:
Azg> = 0.0000001;

e The intensity of transitions from a state of impendency over
safety I to a state of the unreliability of safety Ap;:
Ag1 = 0.0000001;

e The intensity of transitions from a state of impendency over
safety II to a state of the unreliability of safety Ay»:
Agz = 0.000001;

e The intensity of transitions from a state of impendency over
safety II to a state of impendency over safety I upo:
Upo = 0.00000001;

e The intensity of transitions from a state of the unreliability
of safety to a state of full ability up;:
Up = 0.01;
e The intensity of transitions from a state of impendency over
safety I to a state of full ability upz;:
upz1 =0.1;
e The intensity of transitions from a state of impendency over
safety II to a state of full ability tpz>:
Upz2 = 0.2.

The following is obtained for the above input values, using
Eq. (5):
Rj(s) = (1.1100101 10M 5+ 1.01- 10" upyy

+ 1108 ppzy +1-10% 5% - ppzy +1-10°% 5% - upso
+1.000111-10% - s +1-10% - 53+1.000101 - 10%° - 5 - tpy;
+1.00001-10%° -5 pzo +1-10%° - tpzy - tpzo

+1- 1022-s~up21 -Upzo +1.01- 107)
/(1.12201111 108 541.000111- 10252 pz;

+1.00011-10% 5% - pzn +1- 10757 - pipyy
+1-10%2-5%  upyr +2.2101322- 10 . 5
+1.000221-10% .53 +1-102 - 5*

+1.11001 - 10" -5 ppz; +1.10001- 10" -5+ upzo

+1-10% 5 upz1 - ppza + 1107 - 5% upyz 'NP22>-
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As a result of transformations, we obtain:

Ro(r) = 1.63738476 - 1010 ¢~ 0011
+5.0000454339 - 107 . ¢~ 0200001111
+0.00000999985 - ¢~ 0-100001097 1 (s 99998949997,

As a final result, we obtain: R, = 0:99998949.

The presented reliability-operational analysis of a track-
side CCTV cabinet, considering the electromagnetic inter-
ference, enables numerical evaluation of different types of
solutions (technical and organizational). As a result, they can
be implemented, in order to minimize the impact of electro-
magnetic interference on the functioning of a track-side CCTV
cabinet.

To sum up the considerations, it can be concluded that if the
designers of track-side CCTV cabinets operated in rail trans-
port are aware of the conditions of an electromagnetic environ-
ment, i.e. through the measurements and reliability-operational
analysis presented above) in which a system is to be probably
functioning, then it is necessary to meet the EMC requirements,
which are usually known and can be considered at the device
engineering stage.

4. Conclusions

Using electronic systems in track-side CCTV cabinets means
they need to function in various electromagnetic environment
conditions, within a vast railway area, often with very close
proximity to each other. The consequence may be an increased
level of electromagnetic interference, which impacts other sys-
tems located in this part of a railway area (external compati-
bility). This can cause incorrect functioning of both a track-
side CCTV cabinet and rail traffic control systems; hence, the
presence of these devices in the states of impendency over
safety or the unreliability of safety. Therefore, when design-
ing CCTV cabinets, it is important to plan their operation in
actual conditions, namely, among other electronic and electric
devices (a given electromagnetic environment). The presented
reliability-operational analysis of a track-side CCTV cabinet,
considering electromagnetic interference, may become helpful
in that matter. It facilitates the numerical determination of the
probabilities of a track-side CCTV cabinet staying in the dis-
tinguished states.

In further research concerning this issue (electromagnetic
field impact), the authors plan the development of further reli-
ability-operational models, which will involve varied states of
impendency over safety. This will allow more accurate map-
ping of track-side CCTV cabinet functioning in an electro-
magnetic railway environment and other critical infrastructure
facilities.
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