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Technique to Reduce Leakage of Information
through Power Profile Analysis
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Abstract—The major challenge faced by electronic device
designers is to defend the system from attackers and malicious
modules called Hardware Trojans and to deliver a secured design.
Although there are many cryptographic preventive measures in
place adversaries find different ways to attack the device.
Differential Power Analysis (DPA) attack is a type of Side Channel
Attacks, used by an attacker to analyze the power leakage in the
circuit, through which the functionality of the circuit is extracted.
To overcome this, a lightweight approach is proposed in this paper
using, Wave Dynamic Differential Logic (WDDL) technique,
without incurring any additional resource cost and power. The
primary objective of WDDL is to make the power consumption
constant of an entire circuit by restricting the leakage power. The
alternate strategy used by an adversary is to leak the information
through reverse engineering. The proposed work avoids this by
using a bit sequencer and a modified butterfly PUF based
randomizing architecture. A modified version of butterfly PUF is
also proposed in this paper, and from various qualitative tests
performed it is evident that this PUF can prevent information
leakage. This work is validated on ISCAS 85, ISCAS 89 benchmark
circuits and the results obtained indicate that the difference in
leakage power is found to be very marginal.

Keywords—Design for Security; Hardware Security; PUF;
TRNG; Wave Dynamic Differential Logic

1. INTRODUCTION

ESIGNING a secured hardware to overcome the circuit

vulnerabilities is a focal area of research in this decade. As
the technology increasing in day-by-day, the usage of the ICs
has been in-creased drastically. Due to the globalization of an
IC, its design and fabrication is being exposed [1] [2]. Many
third party companies will pirate the actual design of IC and
reproduce the same with low cost. The attacks on the IC can be
done at different stages of its fabrication. In order to protect the
IC from malware attacks, there are certain countermeasures
proposed. The countermeasures like watermarking, finger
printing, obfuscation and metering are proposed [3]. Even
though these countermeasures protect an IC from 3PIP attacks,
there are other alternatives for an attacker to attack the design
and manipulate its functionality.

The side channel attacks consist of different parameters like
power leakage, delay, temperature analysis and timing analysis.
The attacker can use the delay analysis in the circuit and extract
the spots or the functionality where the delay is occurring [4].
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Insertion of malware which changes the functionality of the
circuit had been attempted. The attacker uses a technique called
Differential Power Analysis (DPA) attack which analyzes the
power leakage of a circuit and extract its functionality [S]. Wave
Dynamic Differential Logic (WDDL) is used to protect the
circuit from DPA. By employing the dual complementary gates
of WDDL, one gate will provide the true output and the other
complementary output. Thus the circuit by nullifying the effect
of power leakage of a circuit, prevents the attacker knowing the
functionality of it [5] [6]. The main aim of the proposed
technique is to have constant power consumption throughout the
operation of the circuit.

Along with the side channel attacks, data leakage is also a
major issue [7]. The attacker can use a reverse engineering
technique in order to analyze and study the circuit. The
successful approach to protect the system is the use of Random
Number Generators (RNG) to randomize the architecture of the
circuit. In general, the dynamic and leakage power of the
standard gates depend on the change in its signal activity i.e. the
transition in input causes change in the static and dynamic
power dissipation This is the main reason that the information
can leak through the power analysis and the attacker will
analyze the power dissipation of the entire circuit and extract the
functionality of the circuit. In order to restrict this power
analysis based information leakage a combination of Wave
Dynamic Differential Logic (WDDL) and a modified version of
butterfly PUF is proposed in this work.

Behnam Khaleghi et al [8] proposed a scheme to protect
FPGA from hardware threats. A primitive FPGA protection
scheme by filling the unused resources with a duplicate logic.
Yier Jin proposed a method for protecting the internal
information of the device. This work introduced the concept of
security theorems which increases the security of the circuit [9].
A low-cost, reconfigurable NetFPGA hardware consisting of all
the logical resources and memory required to construct a
complete switch, router and other security system is used for
high-speed networking. As it is entirely based on hardware,
there are chances of attacking the hardware while
implementation. Tushar Singh [10] proposed a cryptographic
algorithm which encrypts the hardware at the time of
implementation. Protecting a device from Side Channel Attacks
is an important task. Differential Power Analysis attacks (DPA)
depend upon the leakage of power analysis. Yuyu Zhang
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proposed a novel design to secure the device from DPA attacks.
Concentrating on cost and level of security, a design which
combines Wave Dynamic Differential Logic (WDDL) and
dynamic cryptosystem to secure the device is proposed [11],
being a multi-level encryption design the procedure of
implementing this system is complex.
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By performing Power analysis attacks, the secret key of a
cryptographic device can be extracted by analyzing the variation
in power signatures. A generic model of differential power
analysis (DPA) is tested for attacks on static logic circuits.
Massimo Alioto [11] provides an analysis that focuses on the
vulnerability of cryptographic circuits. The different parameters
of the DPA attacks are analyzed and an improvised result is
proposed for the measurement of the DPA attacks. It examines
certain methods for the power consumption measurements in
order to find the rare occurring regions in a circuit. In order to
restrict the DPA attacks, building of a strong cryptosystem has
to be built for all the hardware devices. N. Avirneni proposed a
novel counter-measure that uses reliable and aggressive designs
to protect against side-channel analysis such as DPA and
Correlation Power Analysis (CPA) attacks [12]. Though this
approach consumes less area and power, implementing a
Random dynamic voltage frequency scaling (RDVFS) will not
prevent power attack due to the frequency-voltage one-to-one
mapping. So the WDDL technique having similar
characteristics of RDFS but having the capability of preventing
power attack is chosen.

IL. LITERATURE SURVEY

The design security is often thought of in terms of protecting
Intellectual Property; however, potential losses extend beyond
just the financial. With the increasing use of programmable
logic beyond commercial markets to avionic, space and military
applications, design security takes on the additional aspects of
safety and national security. An attacker cannot derive these
stable states from the bit stream since it does not contain these
values.

A. PUF

When paired with the traits of unclonability, a different
family of physical systems extract secrets from complicated
physical aspects of integrated circuits, resulting in a highly safe
approach of constructing volatile secret keys for cryptographic
operations. [ 15]. The major advantage of using public-key based
protocol is that it allows the design in which the private key is
always stored in a FPGA. As PUFs implemented on FPGAs are
intrinsic to the FPGAs, it provides better security. A PUF
structure that is unusual in that it is built into FPGAs and hence
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does not require any changes to the hardware or manufacturing
process. So the need for a modified an 8-bit Butterfly PUF for
protecting the IP originates. Any architecture include and
incorporates the butterfly PUF for providing keys to the security
blocks, such as secure boot and remote attestation of the System
on Chip (SoC).

As aresult, the Butterfly circuit is an FPGA matrix version of
a PUF circuit whose attributes are solely determined by the
integrated circuit's intrinsic physical features and may be
utilised for identification

A lightweight error correction code (ECC) encoder/decoder
is employed in Paper [5] to extract reliable PUF bits from chip
manufacturing differences. The security of the syndrome bits is
based on a novel security argument that depends on what
machine learning cannot learn. [6] only calls the PUF response
once, after which it is hardened into a one-time programmable
pad. When the scan chains are locked, rather than being read
directly, the PUF response required by the designer to extract a
test key for each crypto chip can only be recovered. The
manufacturer can test the chip normally before the passed chips
are locked, with no delay penalty. All bits within a single PUF
response should be random and unpredictable, according to the
study [7]. Entropy in the source is sufficient across devices. This
means that each device is statistically distinct, and the chances
of two devices having a PUF response that is "near" to each
other are extremely unlikely. The study [8] begins with a
summary of the different PUF models and their relevance, as
well as the problems that come with them, and how Machine
Learning-based modelling approaches are the most relevant for
powerful PUFs, using Arbiters and variations as examples. The
results of analyzing the Arbiters and PUF variations depending
on parameters are examined. The powerful PUFs investigated
are unsecure and can be made more secure by increasing their
size. The possibilities of adding new design aspects to the
standard model to enhance attacker complexity, as well as the
future prospects of code breakers and code makers in the field
of powerful PUFs and their resilience against known attacks, are
also discussed.

Herder et.al, have presented a tutorial on ongoing work in
security analysis, physical-disorder-based security, and the
choice of implementation of the same. The paper motivates the
use of Physical Unclonable functions against existing
conventional non-volatile memories, in low-cost authentication
(strong PUFs) and key generation applications (weak PUFs).
The error correction schemes, like index-based coding and
pattern matching are discussed concluding with emerging
concepts such as public model PUFs and new PUF
implementation technologies. U. Riithrmair et.al, presented the
necessity of PUFs in security protocols. In the paper they have
classified attack models as stand-alone, bad and re-use are
defined, compared and the security analyses of the same is
carried out. While several models are certainly secure in their
original attack models, a few of the others are not so for new or
realistic scenarios[21]. The work done on strong PUFs thus
needs to be strongly re-considered, through addition of features
and making the whole of it erasable.

A lightweight hybrid PUF using Arbiter and Ring Oscillator
for enhancing the security in IoTs is proposed by Sriram
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Sankaran et. al. [19] The architecture evaluation shows that the
the hybrid PUF is also power efficient.

III. PROPOSED POWER ANALYSIS BASED ATTACK
PREVENTION TECHNIQUE

The requirement of a lightweight approach requires the use of
WDDL gates, which are two positive complementary gates
connected in parallel, one providing true output using true
inputs and the other providing false output. Conventional AND
logic and OR logic are common examples of positive logic gate.
The key significance of the proposed approach is to maintain a
near constant power consumption in a challenging functional
operation conditions. Several strategies with WDDL were
employed to avoid the security threat. Fig. 1 highlights the
outline of the proposed scheme. By integrating the gate
replacement technique by WDDL and PUF module is proposed
in this paper. A quantifiable number of gates in the CUT are
replaced by the WDDL gate replacement technique, this
restricts the power analysis attack. The main aim of the gate
replacement technique is to reduce the power signature variation
across the entire CUT [13]. In addition, WDDL-based gate
replacements are performed for selected very few gates based
on node transitions, so there is only negligible overhead in terms
of power consumption and area.

A. Proposed Information Leakage Prevention Technique

In order to prevent the information leakage, a LFSR based bit
sequence generator module with an arbiter PUF is designed. The
LFSR performance is based on the position of the tap-points and
the linear combination logic used, while the seed generation
module often changes the seed on a regular basis. Hence the
sequence generated by the LFSR gains high periodicity, making
the sequence unpredictable [14]. A series of 8-bit LFSR is used
in the proposed design. The characteristic polynomial guiding
the LFSR is different for the individual 8 bit LFSR modules
used. The seed generator module using the metastability
phenomena is used in the proposed seed generator module, this
ensures easy design and achieves better randomness. The output
temporarily latches to a metastable state when the input transits
from ‘0’ to ‘1’ and then settles to either logic ‘0’ or ‘1’ state,
whereas the output is stable when input is stable at logic ‘0’ or
‘1’. This phenomenon of metastability is exploited to generate
the seed value of the proposed TRNG. Bit sequence generator
and modified butterfly PUF module acts as a True random
number generator.

8-bit LFSR

8-bit
seed
value

ST

Fig. 2. LFSR 8-bit seed generator [15]
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B. WDDL based prevention for Power attacks

The proposed work mainly focuses on the effects of Side
Channel Analysis. The work is concentrated on DPA and a
methodology to overcome the difference in power signature by
employing Wave Dynamic Differential Logic (WDDL). Even
though the proposed technique in this paper overcomes the issue
of power leakage, there is a possibility of leaking data from the
circuit. One of the alternative method can use by an attacker is
reverse engineering, through which the attacker can analyze the
output of the circuit.

The DPA attacks are restricted through Wave Dynamic
Differential Logic technique and in addition the PUF module is
included in the design to secure the design from reverse
engineering. The arbiter based PUF delivers two purposes,
primarily it generates an unpredictable sequence and acts as an
irreversible function due to the characteristics of PUF module
[15][17]. So an attacker is restricted from analyzing the circuit
by reverse engineering the output. This combination of WDDL
and PUF restricts the power attacks and provides high security
for the data and reduces the information leakage through power
analysis.

WDDL is tested on variation in power profile and area. From
the analyzed results based on the power profile with ISCAS 85
and ISCAS 89 benchmark circuits , this combination of
techniques proved to be successful methodology.

Inherent characteristics of butterfly PUF module is used to
restrict the adversary from knowing the output logic function.
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Fig. 4. NIST Test Results of PUF based TRNG

It's a cross-coupled bistable circuit that may be taken to an
unstable state before settling into one of two potential stable
states. For each set time interval, the PUF will provide a random
output that will change [16]. The behavior of the circuit is
concealed using PUF, which prevents the attacker from using
the reverse engineering approach.

Iv. RESULTS AND DISCUSSION

PUF based TRNG is modeled for three bit lengths namely 8,
16 and 32 bits. The randomness of the sequence generated by
the PUF based TRNG is validated using a set of standard NIST
tests. Initially 8, 16 and 32 bit PUF based TRNG configurations
are allowed to generate 1000 sequences and four such trials are
used to generate the sequences in each case. Upon testing every
sequence for randomness in the generated sequences, it was
found that almost 7 tests out of 8 prove that the sequences are
random. Hence the TRNG module will switch the arbiter block
of'the PUF module with high randomness. This action will make
the PUF module robust and prevent the design from being
reversed engineered. The average of the individual test results
are shown in Fig.3. which highlights that the NIST tests namely
Spectral test, cumulative sums test, overlapping template
matching test, runs test, frequency test within a block and
frequency monobit test was over the threshold mark of the
respective tests [20]. So the test results prove Initially, WDDL
is applied over the gate level Circuit Under Test (CUT). WDDL
is a technique of replacement of the gate functionality with
additional gates. The input logic and the logic switching relates
to the static and dynamic power dissipation. With the
replacement of one gate with additional gates, the power
consumption will be different. This technique hides the actual
power consumption of the circuit and restricts the attacker to
analyze the power leakage from that the sequences generated by
the proposed TRNG is completely random.

8 - bit TRNG

100 150 200 250 300 350 400 450 S00 [ 200

mArea(um A2) ® Power(uW) u Area(um 42)

16 bit TRNG

Total power consumption and area are compared for 8, 16 and
32 bit conventional and PUF based TRNG as shown in Fig. 4. It
is observed that the TRNG module is efficient in terms of power,
since the power consumption is found to be very nominal when
compared with a conventional TRNG. It is observed from Fig.
4 that the difference shows, the increase in total power
consumption is not increasing exponentially with increase in
number of bits and hence it is much suitable in terms of power
consumption.

This is achieved without using power reduction techniques
like TBHEX Architecture or gating. The area occupied by the
TRNGs appears to be ineffective but the variation trend shows
The WDDL technique is applied to both combination and
sequential benchmark circuits (ISCAS '85 and ISCAS '89).The
main aim of implementing the WDDL logic is to restrict the
power leakage of the circuit and restrict the attacker to analyze
the functionality of the circuit through DPA attacks that this
TRNG is suitable for larger subsystems as the area occupied is
less.

A. Uniqueness validation

The uniqueness is calculated over boards and compared using
the response generated in nominal environmental condition. It
is formulated with average inter-chip Hamming Distance
distribution, which provides the idea of how unique response
bits are generated on different FPGA chips. As stated response
bits generated from same FPGA are compared to each other to
state how unique they are from each other. It states that
responses generated from same FPGA are not monotonous if so
they are prone to ML attacks.

With the maximum likelihood, uniqueness in the range 45-50
percent happens, which is very near to the ideal PUF behavior.
Furthermore, the average uniqueness value achieved is 49.99
percent, with a standard deviation of 13.27, which is close to the
desired uniqueness value of 50%.

32 bit TRNG

600 800 1000 1200 0 500 1000 1500 2000 2500

Fig. 5. Power and Area comparison between conventional and PUF based TRNG
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Intra-Chip Uniquness

Zybo

Artix

Virtex7

0.49972 049974 049976 0.49978 0.4998 0.49982 0.49984 0.49986

Fig. 6a. Intra chip uniqueness in different FPGAs

Inter-chip Uniqueness

BPUF

ROPUF

APUF

0.42 0.44 0.48 0.5

Fig. 6b. Inter-chip uniqueness of different PUFs

The responses from one FPGA are compared to other
respective responses from different FPGA boards for

uniqueness. Figure 7.1 shows the histogram comparing intra-
chip uniqueness between three FPGA boards and figure 7.2

CUT Normal Circuit WDDL Circuit % %
decrease  increase
in in area
power
leakage
Leakage Area  Leakage  Area
(mm?)
Power  (mm?)  Power
(nW) (nW)

cl7 3.115 27.69 2.92 50.15 6.6 44.8
c432 0.883 819.71 0.754 1382.3 17 40.7
c499 2.61 1868.2 2.42 2153.2 7.85 13.2
c880 1.92 1538.2 1.75 1823.1 9.71 15.6
cl355 2.9 2195.4 2.62 3296.3 12.1 334
c1908 2.54 3265.2 2.5 4596.4 1.66 29.0
2670 3.65 4853.4 3.5 5239.2 42 7.4
c3540 498 5961.2 4.8 6752.4 3.7 11.7
¢5315 6.15 7236.2 592 8632.1 3.88 16.2
¢7552 9.32 9156.3 9.12 10258 2.1 10.7

TABLE II

POWER COMPARISON OF ISCAS 89 CIRCUITS AND WDDL CIRCUITS

CUT Leakage Power (nW) % decrease in
leakage power
Normal Circuit WDDL
Circuit
s27 3.11 298 2.11
$298 5.23 5.02 4.23
5400 2.61 245 1.61
5420 2.9 2.72 1.9
s510 5.92 5.86 4.92

The responses from one FPGA are compared to other respective
responses from different FPGA boards for uniqueness. Figure
6a shows the histogram comparing intra-chip uniqueness
between three FPGA boards and figure 6b shows the plot
comparing inter- chip uniqueness of APUF, ROPUF, and the
proposed PUF. It can be seen that the distribution is close to
50% for the proposed PUF depicting unique CRPs. It is clear
that when Butterfly PUF responses are passed through the
proposed scheme there is a huge increase in the uniqueness of
the response bits.

shows the plot comparing inter- chip uniqueness of APUF,
ROPUF, and the proposed PUF. It can be seen that the
distribution is close to 50% for the proposed PUF depicting
unique CRPs. It is clear that when Butterfly PUF responses are
passed through the proposed scheme there is a huge increase in
the uniqueness of the response bits.

B.  Uniformity validation

For the PUF's security, uniformity is an important quality
metric. This measure determines how evenly the proportion of
"0s" and "1s" in a PUF's response bits is distributed [22]. This
percentage must be 50% for fully random PUF replies. By this
equation, uniformity of an n-bit PUF identifier is defined as the
percentage Hamming Weight (HW) of the n-bit identifier.

n

1
Uniformity = ;Z 7,1 X 100%
1=1

Where r i, | is the 1-th binary bit of an n—bit response from a
chip i. Uniformity is 49.77 percent on average, with a low of
10.54 percent and a maximum of 90.17 percent, respectively.

As mentioned by Krzysztof Szczypiorski, "Industry 4.0: age
of human-machine barrier disappearance, cyberspace appears in
the so-called age of computers, where mass production is
supported by machines."[22]. Hence the -cyber-physical-
systems fabricated as ICs yielded through mass production are
vulnerable to security threats, further when security is inbuilt
through the design process enhances the reliability of the mass
production.
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V. CONCLUSION

This paper proposed a WDDL based gate replacement
technique combined with PUF TRNG technique. The main
objective of this design is to protect the circuit from side channel
analyzes and data leakage as well. The strategy suggested to
minimize the leakage of the data is PUF. The architecture of 8,
16 and 32-bit PUF based TRNG is compared to various
parameters such as area and total power, which proves the
proposed technique consumes less power. The increase in area
occupied by the circuit is also of negligible quantity for larger
circuits and hence suitable for securing the CUT. The
architecture is also modest and incorporating them for the
security of CUT is also simple. On an average the leakage
power reduces by 6.88% in combinational benchmark and 3%
in sequential benchmark circuits. The proposed structure
consumes extremely low power and thus effective compared to
other techniques which employ larger blocks to incorporate
security feature into it. The proposed TRNG based on PUF
produces a high periodicity random sequence output, which is
validated by the eight standard NIST tests. . This PUF-based
TRNG configuration is especially reasonable for cryptographic
and security based hardware applications, because of its power
efficiency.
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