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Abstract—A key role in the development of smart Internet of
Things (IoT) solutions is played by wireless communication
technologies, especially LPWAN (Low-Power Wide-Area
Network), which are becoming increasingly popular due to their
advantages: long range, low power consumption and the ability to
connect multiple edge devices. However, in addition to the
advantages of communication and low power consumption, the
security of transmitted data is also important. End devices very
often have a small amount of memory, which makes it impossible
to implement advanced cryptographic algorithms on them. The
article analyzes the advantages and disadvantages of solutions
based on LPWAN communication and reviews platforms for IoT
device communication in the LoRaWAN (LoRa Wide Area
Network) standard in terms of configuration complexity. It
describes how to configure an experimental LPWAN system being
built at the Department of Computer Science and
Telecommunications at Poznan University of Technology for
research related to smart buildings.

Keywords—Long-Range (LoRa); Intelligent Building; LPWAN;
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I. INTRODUCTION

HE Internet of Things and Wireless Sensor Networks

(WSNs) are now a key part of our lives. All around us, we
are able to see the utilization of IoT elements — including
enhancing our quality of life, automating many processes, or
reducing energy consumption - which to some extent allows us
to reduce greenhouse gas emissions into the atmosphere. From
the 2019 European Union (EU) research report, it can be seen
that the energy sector emits the most greenhouse gases into the
environment [1]. The data shown in Figure 1 are from before the
pandemic when the economy functioned normally. The data
from 2020 onwards are disrupted by a change in the style of
society, where the vast majority did not move. The degree of
greenhouse gas emissions in the EU is shown in Figure 1.
According to a report by Ericsson, the use of IoT could
potentially reduce CO; emissions by up to 63.5 gigatons by
2030 [2]. IoT and WSN are used in many areas of our lives,
which are listed below.

Health care, where we can monitor our vital signs in real-
time, around the clock, so we can react much faster to
abnormalities in our bodies, but [oT is also used to monitor the
elderly and people with chronic diseases, and people practicing
various sports, also for health purposes.
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Smart building and smart city - in these two sectors, loT and
WSN play a key role. They allow us to control, among other
things: indoor microclimate, which is very important, since
many of us work in buildings and during the Covid pandemic
have become accustomed to working remotely and staying at
home a significant amount of the time. They also allow you to
control the state of air quality or the state of congestion on the
roads.

Controlling energy consumption - IoT and WSN solutions
allow us to control the energy used while consuming little
energy. Many devices used for these solutions need a small
power supply, which is very often battery-powered, and because
these devices can go to sleep and turn on at specific moments,
they can operate on battery power for many years. Additionally,
by powering them with, e.g., solar energy, we extend their
operation time.

Security - [oT solutions are very often used in intelligent
monitoring systems. They allow for automatic detection of
unwanted activities (e.g., vandalism, theft, robbery), automation
(opening gates, barriers), control, and surveillance of persons
(face detection registration of persons entering mass events -
matches, concerts).

This is only a part of the most common examples of use.
There are many more possibilities. Sensor networks are often
placed in places where human intervention is not possible [3].
With each passing day, the number of IoT devices connected to
the network continues to grow. By 2025, it is expected that more
than 55 billion IoT devices will be connected to the Internet [4].
Most of them are placed in specific locations, which requires
these devices to work for a long time on battery power.
Therefore, minimizing power consumption is so important for
IoT. It can be noted that mobile network operators are also
trying to minimize energy consumption. An example is Orange,
where, in 2015 the power consumption was 1.4 kWh for each 1
GB of data, while in 2019 it is already 0.2 kWh [5].

Our data collection devices mainly use wireless
transmission, not only in IoT. Nowadays, everyone uses
wireless communications intensively. With  wireless
communications, we can work and exchange information from
anywhere in the world. Hence, it is necessary to have the best
possible transmission for real-time monitoring and control of
devices in Smart Home and Smart City. However, the
communication itself is just the beginning. One very critical
issue is the security of this transmission. The security of data
exchanged between devices is an essential component of a
properly functioning network system.
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Fig. 1. Greenhouse gas emissions by sector in the European Union in 2019 [own work based on: [1]]

While for Smart Home communication the use of Wi-Fi,
Zigbee, or BLE is also sufficient, in the case of Smart City, the
utilization of those technologies may be costly. The
aforementioned examples of wireless communications only
work at short ranges. Therefore, using LPWANSs - free, low-
energy long-range networks - can be a good solution.

The purpose of this publication is to compare the most
popular types of wireless communications used in smart
buildings and smart cities, with the aim of presenting the
advantages of LPWAN communications over other types of
wireless communications, the security features of LPWAN

communications, and comparing the advantages and
disadvantages of current solutions that enable the
implementation of solutions based on LoRaWAN

communications. This is an introductory work for the authors,
who plan in the next step to conduct research of the author's
solutions, where algorithms will be implemented to optimize
communication in terms of energy and in terms of increasing the
security of communication.

The structure of the publication is as follows. The second
chapter characterizes the most important types of wireless
communication used in Smart Home and Smart City solutions
and collects and compares the most important parameters of the
described technologies. The next chapter presents the
advantages and possibilities of using LPWAN in Smart
solutions. The fourth chapter describes the difference between
current network servers for LoRaWAN solutions. The fifth
chapter describes the risks we may face when using LPWAN
technology and presents current work on improving the security
of LPWAN communications. Chapter six is a summary of the
work.

II. OVERVIEW OF WIRELESS COMMUNICATIONS USED IN
SMART SOLUTIONS

Each of the edge devices used in [oT uses wireless
communications. Depending on the needs, we can use different
types of wireless communications to communicate with smart
devices. Below is a brief description of some of the most popular
wireless networks.

Wi-Fi

The Wi-Fi technology (IEEE 802.11 standard) is the most
popular and widely used wireless network technology to
communicate with the Internet. It is a good choice for Smart
Home solutions, which allows users to monitor and reduce
energy consumption and control many processes. Nowadays,
every smart device (wearables, latest home appliances,
consumer electronics) has a built-in Wi-Fi module, which
allows for easy and fast communication with other devices that
can collect and monitor data [6]. Wi-Fi technology is the most
popular and currently the most developed for Smart solutions.
Many sensors are adapted for specific solutions. In [7-11] the
authors propose the use of Wi-Fi-based sensors in health
monitoring. In [12-14] they provide proposals for tracking
human activity, in [15-17] they provide proposals for tracking
human gestures, while in [18, 19] we can learn about ways to
track people and their activity through walls. In [20-22] there
are examples of ways to control processes to increase security,
and [23-25] presents ways to use Wi-Fi to control processes in
a smart building.

Bluetooth Low Energy (BLE)

In 2010, the Bluetooth Low Energy (BLE) technology was
introduced. It uses less power and is intended for nodes and
applications that require lower data transfer speeds. It uses less
power than standard Wi-Fi, resulting in a slower data transfer
rate. Many new loT gadgets have been introduced as a result of
their low power consumption. This technology is suited for
applications that necessitate the transmission of small amounts
of data across short distances. Countless gadgets have been
invented employing BLE technology to date, e.g., in medicine
or home entertainment equipment [26, 27]. After Wi-Fi, BLE
technology is the second most popular wireless communication
technology. In [28-31] authors presented the use of BLE
beacons for Smart solutions. In [32-35] presented the use of
BLE technology for health monitoring, while the article [34]
presents the use of both BLE and Wi-Fi for monitoring elderly
people at home. In [36-38] the authors present the use of BLE
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technology in building automation, whereas in [38] also present
the use of both BLE and Wi-Fi for process control.

ZigBee

ZigBee is an open wireless networking standard based on
IEEE 802.15, a technology with short range, low data rate, and
low power consumption. ZigBee can build networks with a
range of 10 to 100 meters. Decentralized networks, in which
each node administers itself, can divert and connect to new
nodes as needed. This makes ZigBee perfect for Smart Home
applications, such as remote control of home automation and
sensor measurement monitoring. This technique is sensitive to
distortion and interference due to its low transmission power.
Distortion caused by technologies such as Wi-Fi, USB,
Bluetooth, and microwave ovens can adversely affect ZigBee’s
functioning in the 2.4 GHz range [26, [27], 39]. ZigBee
technology also finds many applications in Smart solutions. In
[40] authors present the design and implementation of a
temperature and humidity monitoring system based on Zigbee
and Wi-fi technology. In [41] The authors present an application
of Zigbee and 4G communication for the monitoring of
photovoltaic systems. In [42, 43] the authors propose Zigbee-
based solutions for monitoring intelligent buildings. In [44]
authors present a parking system based on Zigbee technology.
In [45] the authors propose an intelligent garbage monitoring
system. In [46] authors present a smart system based on Zigbee
and LoRa technologies.

Z-Wave

In the realm of home automation, Z-Wave is another type
of wireless technology that competes mostly with ZigBee and
BLE. BLE and ZigBee share a 2.4 GHz bandwidth, whereas Z-
Wave has a bandwidth of less than 1 GHz. The actual bandwidth
differs by country, which can present issues if you wish to sell
your items globally. Z-Wave operates at 908 MHz in the United
States and 868 MHz in Europe.

Lower frequencies have two advantages: they have a
greater range and less interference. Radio waves with lower
frequencies go further. The 2.4 GHz spectrum used by BLE, and
ZigBee is also used by Wi-Fi, Bluetooth Classic, and even
microwaves, causing significant interference [47]. Smart
systems based on Z-Wave networks are the least found when
comparing with other technologies. In [48] the authors have
developed their own Blackbox, which aims to increase safety in
vehicles. This box is supposed to automatically inform the
appropriate services about the accident. The entire project is
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based on Z-Wave technology. In [49] the authors analyzed a
smart home control system based on wireless Z-Wave
transmission to remotely control an electronic lock. In [50] the
authors discussed the development and application of Z-Wave
technology in smart homes.

Cellular networks

When a permanent connection is not necessary, a cellular
connection in Smart solutions can be employed. This
technology has the advantage of having been around for a long
time, having broad coverage, being affordable in cost, and
having great security. The disadvantage of mobile
communication is that it requires sharing the network with a
large number of other users, which might cause network
congestion in some instances [51]. Cellular networks are also
widely used in Smart systems. In [52] the authors proposed a
smart solution for diabetes diagnosis and personalized treatment
based on 5G networks, while in [53] the authors presented a way
to recharge home spirometry tests using 5G smart devices.
In [54, 55] the authors present the possibilities of using mobile
networks in health care. In [56] authors described a solution to
track the amount of e-waste generated. In [57] authors proposed
a hybrid fog and cloud-based computing architecture for use in
vehicle-to-grid (V2G) networks based on 5G technology. In
[58] the authors present the impact of 5G technology on smart
cities, and intelligent transportation systems, including
vehicular communications, while in [59] authors presented
research on 5G communication in Vehicle-to-everything (V2X).
In [60] authors propose a network architecture for a high-speed
rail system based on 5G technology.

LPWAN technologies

LPWAN is a long-range wireless network. It enables
communication over very long distances while consuming low
power. There are several LPWAN standards. The most popular
ones are: LoRa/LoRaWAN, SigFox, and NB-IoT

LoRa/LoRaWAN

LoRaWAN is a Low Power Wide Area (LPWA)
networking protocol used to wirelessly connect Internet of
Things (IoT) devices in regional, national, or worldwide
networks. The LoRa Alliance was responsible for its creation.
The LoRaWAN network design is based on a star topology, with
gateways forwarding communication between edge devices and
end-users via a server (Fig. 2).

Server in Cloud Application

%)

Fig. 2. LoRaWAN architecture [own work]
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Wireless communications take advantage of the physical
layer's long-range capabilities, allowing connections between
edge devices and one or more gateways. The LoRaWAN
protocol allows for bidirectional communication over vast
distances (up to 20 km). CSS (Chirp Spread Spectrum)
modulation is used. The data is transmitted in an unlicensed
bandwidth at the following frequencies: 433 MHz in Asia, 868
MHz in Europe, and 915 MHz in the United States. The ability
to transmit data over long distances makes it a useful solution
for use in Smart City [61-64].

Sigfox
Sigfox is a low-power wide-area network (LPWAN)

technology that uses Ultra Narrowband (UNB) modulation. To
reduce interference, this modulation technique allows the
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receiver to listen to only a tiny area of the spectrum. In the
United States, Sigfox runs at 902 MHz, while in Europe, it
works at 868 MHz. Bidirectional communication is currently
supported by Sigfox. Like LoRaWAN, the Sigfox network
architecture is built on a star topology [63-65].

NB-IoT

NB-IoT, unlike LoRa/LoRaWAN, is a cellular technology.
It is more expensive to implement, requires more power, and is
more complicated to install. It does, however, provide a higher
mobile connection quality and direct Internet access [66].

Table I summarizes and compares the key features of the
LPWAN systems described, while Table II compares the
selected features of wireless technologies used in Smart Home
and Smart City.

TABLE
LPWAN SYSTEMS COMPARISON TABLE [66-70]

LoRa/LoRaWAN

Sigfox NB-IoT

Frequency (frequency 863-870 MHz (unlicensed)

863-870 MHz (unlicensed) GSM 900 MHz,

bands) LTE 800 MHz (licensed)
. 0.3—11 kbps UL: 100 bps
Bandwidth <50 kbps (FSK) DL: 600 bps 20-250 bps
Max message per day Unlimited 140 Up, 4 Down Unlimited
Range 5-20 km 10—40 km 2-35 km
. Default: None
Confidentiality AES128 Optional: AES128 LTE
Encryption Yes No Yes
Battery life 10 years 10-20 years 10 years
TABLE II
COMPARISON OF THE ABOVE DESCRIBED WIRELESS TECHNOLOGIES [54, 78]

Technology Distance Bitrate Energy consumption Use of
WiFi 20-100 m 2 Mbps—1.7 Gbps High SCADA, smart devices, Smart Home
Bluetooth/ BLE 8-10 m 1-24 Mbps BlueFooth: Medium smart devices, Smart Home

BLE: Very low

ZigBee 10-100 m 20-250 Kbps Very low Smart Home
Z-Wave 30 m 9-40 kbps Very low Wireless mesh network
LPWAN <50 km 0,3-50 Kbps Very low Smart Home and Smart City

technologies

III. WHY LPWAN COMMUNICATION IN SMART HOME/CITY?

LPWAN is a wireless technology that has been specifically
designed for Smart solutions. It allows for a long
communication range (up to 50 km, depending on the de-vice),
can communicate with a large number of devices, and ensures
low power consumption and low operating costs. Thanks to
these advantages, LPWAN is growing in popularity and use

every year. LPWAN is very well-suited for small data
transmissions, such as sensor data, over long distances, which is
competitive with other wire-less technologies [79].

Figure 3 presents a plot of the relationship between
bandwidth and power consumption and data transmission range
for selected wireless networks used in Smart Home and Smart
City.
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Fig. 3. Bandwidth-to-range ratio in selected types of wireless communications [own work based on: [79, 97]]

A. Benefits of LPWAN on the example of LoRa/LoRaWAN
technology

Long range - LoORaWAN gateways can transmit and receive
signals over many kilometers.

Low operating costs - by using the unlicensed ISM band,
LPWAN technology is in-expensive because one does not have
to pay large license fees for a particular frequency. The ISM
band is a radio band whose original purpose was for industrial,
scientific, and medical use [80]. Besides, nowadays, buying
edge devices that will communicate and collect data is also
inexpensive. For private solutions, cloud solution owners
provide data collection and visualization capabilities for free.
High bandwidth - Web servers can accept millions of messages
from multiple gateways.

Easy to implement - Implementing a LoRa-based connection
is not that difficult at all. Currently, there are ready-made cloud
solutions that easily communicate with gateways [63, 67, 81].
Until now, the biggest platform was TTN (The Things Network)
[82], which has recently expanded to TTS (The Things Stack)
[83, 84] platform. In addition to TTS, the Thing speak platform
[84], open-stack [85], chirps tack [86], and thethings.io [87]
allow data collection through LoRa communication. Besides,
Arduino IoT Cloud integrates with TTS to be able to easily
collect measurement data from dedicated Arduino devices for
communication through LoRa [88].

Bi-directional communication - It allows not only for sending
data from edge devices to the gateway but also the devices can

UL transmission

Class A

RX1 Delay !

—

receive messages. This can be useful in communication in
sensor networks - we can not only send collected data to the
server but also from the server level send messages to sensors,
e.g., with firmware updates [61].

Low power consumption - LPWAN terminal devices are
configured to operate in low-power mode for many years (up to
10 years) on a single battery. The low-power nature of this
communication is influenced by, among other things, adaptive
data rate setting and the selection of one of three classes of
terminal devices. Adaptive Data Rate (ADR) is a mechanism
used in LoRaWAN networks to optimize the transmission rate,
which also affects the energy consumption of the network [63,
67, 81, 83, 89].

Class A: this class distinguishes end devices with the lowest
power consumption. It is the default class supported by all end
devices. Communication is bi-directional and asynchronous.
Transmission on the uplink can be sent at any time and is
immediately followed by two short windows on the downlink,
allowing for bidirectional communication and control
commands. In Class A, end devices can enter sleep mode for a
specified period. This just makes Class A the lowest power
consumption mode of operation, while still being able to
communicate in the uplink at any time. However, the fact that
the downlink here always follows the uplink, means that
downlink communication must wait until the uplink occurs,
which can cause delays [61, 92]. Figure 4 shows how packets
are transmitted in class A.

RX1 RX2

RX2 Delay

Fig. 4. Devices classes - Class A [own work based on: [82, 90, 91]]
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Fig. 6. Devices classes - Class C [own work based on: [82, 90, 91]]

Class B: in this class, downlink access for end devices is
allocated deterministically - devices in this class perform
synchronized communication in allocated slots at specified
times. This reduces the latency of downlink messages, except
that it increases our energy consumption. Nevertheless, the
power consumption is low enough to run on battery-powered
devices [61, 92]. Figure 5 shows how packets are transmitted in
class B.

Class C: in this class, the least transmission delay is provided,
as the receiver of the end device is constantly open, even when
the devices are not transmitting. However, this comes at the cost
of higher power consumption. In this class, the end devices need
a steady power supply [61, 92]. Figure 6 shows how packets are
transmitted in class C.

B.  Opportunities for use

The LPWANS technology can be used in many Smart Home and
Smart City measuring systems. In [62] the authors present a
simple, practical use of sensor networks communicating in
LoRa to collect measurement data and analyze room
microclimate.

In [67] the authors proposed a system using LoRaWAN to
communicate with electricity meters and monitor the power
supply network in buildings.

In [71] author shows that LPWAN networks can be a good
solution for metering systems and remote-control systems in
water and wastewater management. The use of Lora technology
in such systems allows for the non-invasive installation of
measurement systems, as there is no need to run wires, but
everything works on battery power or from renewable energy
sources.

In [72] author presented the possibility of using a prototype
solution based on the RFM95x module communicating in
LoRaWan standard for an energy storage system based on
thermoelectric generators (TEG).

In [73] authors described a novel animal tracking system
powered solely by thermal energy. The tracked data was sent by
the authors to The Things Network, a platform dedicated to
LoRaWAN.

In [74] authors proposed to use of LoRaWAN technology for
communication between electric vehicles The authors' research
shows that LPWAN technology is capable of handling a large
amount of information, and one LoRa base station is capable of

supporting up to 438 electric vehicles per cell and 1408 vehicle
charging points.

In [75] authors proposed a solution for drone control and
communication in LPWAN for city monitoring. Using LPWAN
for drones may be a good solution considering that drones
operate on battery power and need to minimize power
consumption where possible.

In [76] authors present a solution based on the LoRaWAN
standard for precision irrigation in tomato cultivation for the
fresh market. The authors designed and tested four irrigation
scheduling methods. The results obtained by the authors show
that such a system can be used for precise and automatic
irrigation of horticultural crops. It allows for minimizing both
energy and water consumption.

In [77] authors presented a hybrid body-worn sensor network
system for IoT-related safety and health monitoring
applications. The purpose of the system developed by the
authors of the paper is to improve safety in the outdoor
workplace. The communication of this system is based on
LPWAN and wearable body area network (WBAN). The
sensors in the WBAN are used to measure the environmental
conditions around the subject and to monitor the subject's vital
signs.

C. Popularity of LPWAN

From the maps provided by the TTN platform, you can see that
Europe is currently the one with the most LPWAN technology
in use (Fig. 7). TTN Mapper is a tool that collects the actual
location data of registered gateways on TTN/TTS, Helium, and
ChirpStack platforms [94].

In Europe alone, the Netherlands and the United Kingdom lead
the way in the use of the LPWAN technology (Fig. 8).
Unsurprisingly, Amsterdam is a world leader in implementing
low-energy IoT solutions, creating a green Smart City to make
life easier for residents and protect the environment [95].
Legend to maps:

» green - small number of devices,

 yellow - medium number of devices,

» orange - medium number of devices,

* red - high number of devices.

Figure 8 shows the section of Europe with the highest
concentration of gates. The area with few or no gates has been
omitted.
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IV. NETWORK SERVERS FOR LORAWAN SOLUTIONS

In this chapter, a selection of the most popular cloud solutions

is characterized, allowing the implementation of proprietary
solutions, using communication in LPWAN networks, as well
as platforms that allow processing and analysis of data collected
on network servers.
LoRaWAN is one of the protocols of LPWANSs - low-energy
long-range networks. The LoRaWAN standard allows two-way
communication in the unlicensed ISM band, at 868 MHz (for
Europe). As a result, the use of LoRa-WAN wireless technology
is becoming increasingly popular in solutions for IoT and sensor
networks [61, 63, 67].

TTN (TTS).

The Things Network service migrated to The Things Stack
Community Edition in 2021. The Things Stack is a LoRaWAN
network server that enables the design of various deployment
scenarios, supports all existing LoORaWAN versions (including
the latest 1.1), all A, B and C modes of operation, and all
regional parameters issued by the LoRa Alliance. TTS allows
users to run their own server and use dedicated solutions or web
applications. These capabilities make TTS a very good solution
for beginners as well as experienced users.

Originally, the implementation of proprietary solutions on the
TTN platform allowed an average of one device to transmit
uplink messages every 30 seconds, per 24 hours, and up to ten
messages in downlink transmissions, per 24 hours. The process
of migrating The Things Networks service to The Thing Stack,
meant that the possible number of transmittable messages in a
downlink increased. In the TTN service, it was possible to send
10 messages in downlink transmission per day, while the TTS

www.czasopisma.pan.pl P N www.journals.pan.pl
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service allows 10,000 downlink messages in 24 go-hours [82-
83].

Chirpstack

Chirpstack is an open-source platform that provides
functionality for LoORaWAN networks. It requires running a
server on a so-called gateway, where you can then use a local
version of the interface to manage your devices. The running
ser- vice also allows integration with platforms for data analysis
and visualization. The Chirp-stack solution allows commercial
use of its functionalities and has support for devices of all
classes in the LoORaWAN standard and supports all versions of
LoRa [85].

Openstack

Openstack is a cloud server that allows the deployment of
proprietary solutions in the IoT area using LoORaWAN standard
communication [86].

Thethings.io

Another platform used in LoRa is Thethings.io. It has a simple
API (Ap-plication Programming Interface) that allows users to
implement proprietary solutions. The Thethings.io platform also
allows integration with TTS via HTTPS and MQTT protocols
[87].

Based on the analysis of the parameters summarized in Table II,
it is reasonable to choose the TTN (TTS) platform.

The presented platforms, in addition to LoRaWAN
communication, allow easy integration with popular platforms
for data processing, analysis and visualization, such as
Thingspeack, Arduino [oT Cloud, AWS IoT, Azure IoT Hub,
Google Cloud and Node-Red.

TABLE III
CHARACTERISTICS OF PLATFORMS USED WITH LORA. SOURCE: [82, 97]

TTN (TTS) Chirpstack Open-Stack Thethings.io
Easy configuration. Huge
Ease of community using this Moderately advanced The need for .
. . .S . . - . Intermediate
implementing platform, making it easy =~ configuration. Requires the specialized skills and confieuration
custom solutions  to find help. Open source  ability to work with scripts. knowledge. gu ’

code.

Free for personal use. For

Free for private and

Fee depends on the

Cost calculated based number of devices and

on a combination of

Cost commercial use: €190 / . . maintenance of the
commercial use. service level and .
$230 per month. . platform. Free trial for
infrastructure.
15 days.
TCP/IP, UDP, DHCP,

Supported MQTT, HTTP, MQTT, HTTP, DHCP, TCP/IP, UDP, ICMP, MQTT, HTTP

I Websockets, AMQP Protobuf Websockets, DHCP, ARP ’ ’
protocols e ape > AMQP, gRPC > Websockets, CoAP

g

A. System description

At the Department of Computer Science and
Telecommunications, Poznan University of Technology, an
experimental system has been implemented to conduct research
on the degree of complexity of the selected network server,
dedicated to solutions benefiting from communication in the
LoRaWAN standard.

Equipment and technologies used

The implementation of the system under study used a LoRa
gateway - Lorank 8, the specification of which is shown in
Table IV, Arduino Uno Rev 3 platform and RFMO95W
transmitter (transmitter specification in Table V). The Arduino
platform together with the transmitter is responsible for sending
test messages to the TTS service.

The RFM95W transmitter is equipped with a LoRa module,
which enables long-range communication with high immunity
to interference and low power consumption.
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To implement the connection of the end device to the TTS via a
LoRa gateway, the LMiC library (loRaMAC in C) was used,
which can be found on the github platform [101].

Figure 2 shows the location of the eperimental system, which is
located in the CWiBT (Lecture Center and Technical Library)
building of Poznan University of Technology, at Piotrowo
Street 2. The project uses one gateway and one terminal device.
Ultimately, the experimental set will consist of about
10 terminal devices with sensors to control the microclimate in
the rooms of the said building.

Table IV
Parameters of the gate used [88]

Frequency bandwidth 868 MHz

Sensitivity -138 dBm

Maximum power +27 dBm (500mW)

LoRa demodulators 49

Parallel channels 8

~60 thousand (assuming that
nodes send data once an hour. In
other cases, the number of nodes

that can handle about 10-20

Max nodes connected

thousand)
Processor 1GHz, ARM Cortex A8
(O] Debian / Angstrom Linux
Wi-Fi Optional (via USB)
Current intensity 1A
Max USB current 500mA
AC adapter 5VDC, 2A
Table V

Key parameters of the RFN9SW transmitter 0

Maximum link budget

168 dB

Modulation

FSK, GFSK, MSK, GMSK,
LoRa™ j OOK

Programmable bit rate

up to 300 kbps

Immunity to interference

IP3 =-12,5 dBm

High sensitivity

-148 dBm

Built-in sensors

Temperature sensor and low
battery indicator

Constant RF (radio
frequency) output power
depending on supply

+20 dBm - 100 mW

voltage
Power amplifier efficiency +14 dBm
Low RX current 10,3 mA

(measured resistance)

849

Figure 9 shows a schematic of the Arduino Uno R3 platform
with the RFM95W transmitter and Fig. 10 shows the location
of the test site.
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Fig. 9. Schematic of the Arduino's connection to the
RFMO95W. Source: own elaboration based on: [89]

We start the configuration on the web server by adding a
gateway. In order to add a gateway to the TTS network, you
need to download the gateway's ID information - Gateway ID.
The key part of configuring the gateway's connection to the web
server, is to download the global confjson file (Fig. 11).

General information

L

Gateway ID 23042022

Gateway EUI 1D EE 96 C4 42 42 93 B5 < B

Gateway description None

Created at

Apr 23, 2022 15:30:14

Last updated at Apr23,2022 16:51:01

Gateway Server address eul.cloud.thethings.network &

LoRaWAN information

Frequency plan EU_863_870_TTN

Global configuration ¥ Download global_conf.json

Fig. 11. Gateway configuration data on the TTS platform.
Source: the screenshot is from the administration panel on the
TTS platform

In the case of the gateway used in the project, there was a
problem with differentiating the size of the signifiers for the
Gateway ID. It was necessary to change the Gateway ID
parameter in the local conf.json file. The second problem was
that the gateway's system clock was out of sync with the server's
clock. The solution to this problem was to install the NTP
(Network Time Protocol) package.

After adding a gateway in the service, you need to define the
end device. To do this, first add an application in the service and
in the created application add the configured devices. You can
add them from the LoRaWAN repository or enter the
configuration data manually (Fig. 12).
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Fig. 10. Location of the experimental set. Source: own work.

From The LoRaWAN Device Repository Manually
Frequency plan @~

Europe 863-870 MHz (SF9 for RX2 - recommended)

LoRaWAN version @ *

LoRaWAN Specification 1.0.1

o E

Regional Parameters version @

Show advanced activation, LoRaWAN class and cluster settings ~

Activation mode @
Overthe air activation (OTAA)
l Activation by personalization (ABP)

Define multicast group (ABP & Multicast)

Fig. 12. Configuration data when defining an end device on the
TTS platform. Source: screenshot is from the TTS platform
administration panel

When adding devices, select the activation method. By
default, the OTAA way is selected, which is recommended and
better than ABP, since session keys are assigned dynamically
and change with each new session. However, the ABP
activation method allows for better control over the device, so
this method was selected during the prototyping stage [102].

V. COMMUNICATION SECURITY IN LPWAN NETWORKS

Although LPWAN technology is very attractive for IoT
solutions, it poses the threat of attacks. Despite LoRaWAN's
security features, LoRa devices are subject to security assaults.
LoRa modulation, for example, requires 900 milliseconds to
1.2 seconds for each LoRa broadcast. Attackers have a lot of
options with such a large trans-mission window [103].

LPWAN security remains a serious challenge because the end
devices in the network have limited resources (computing
memory, battery), so the use of state-of-the-art cryptographic
algorithms with high computing power is not possible. LPWAN
technologies use the AES128 symmetric encryption method,
which generates two keys for message encryption and
decryption using Appkey. However, despite encryption and
decryption, the message is always of the same length, which can
make it easy for an attacker to decrypt the key. Despite this
mechanism, LPWAN devices are vulnerable to jamming
attacks, device, and network key compromise, and replay at-
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tacks. Radio modules connected with the microcontroller also
do not provide support for cryptographic algorithms, which
causes problems in recognizing whether commands are sent by
the microcontroller or the attacker [63, 69, 104].

Jamming The jamming attack technique is a popular problem
when IoT solutions are deployed. It is characterized by
transmitting a strong radio signal in the proximity of
measurement devices to interfere with transmissions. In [103],
it is shown that it is possible to jam LoRa devices using LoRa.
More precisely, simultaneous LoRa transmissions on the same
frequency can interfere with each other. An Arduino runtime
platform with a LoRa radio module is sufficient to perform this
attack. This research shows that it is an easy and inexpensive
way to interfere with and harm LoRa transmissions.

In addition to message encryption, it is important to choose how
to activate the end devices used in the deployed connection. We
distinguish between OTAA (Over-The-Air-Activation) and
ABP (Activation By Personalization). The OTAA method is
recommended and is more secure than the ABP method because,
in the OTAA method, session keys are assigned dynamically
and change with each session. On the other hand, the advantage
of the ABP method is better to control of the device primarily at
the prototyping stage. The ABP way makes the end device
connected to one selected network all the time until we manually
change it. In addition, the ABP method is less secure than
OTAA [82].

In LoRaWAN networks, there is one more feature that is an
advantage on the one hand and a disadvantage on the other.
LoRaWAN networks have ADR (Adaptive Data Rate). ADR
adjusts the SF and baud rate according to the distance between
the end de-vices and the gateway. This makes the end devices
that are closer to the gateway can get faster data transmission
than those that are far away. However, this makes the devices
that are farther away take longer to complete the transmission,
which gives a potential attacker more time to launch an attack
[27,105].

The authors of [104] performed security research on recent
attack vectors on IoT applications leveraging LPWANSs. The
findings revealed that LPWAN communication methods have
security flaws that can cause irrevocable damage to IoT
applications. The authors were able to identify the most relevant
sorts of assaults, post-dates, risks, and possible responses with
regard toto about LPWAN technology through their research.
Some of these assaults have been identified separately, along
with extensive descriptions of how they are employed and
carried out. After determining the key points of the severity of
discovered threats, they conducted research to uncover potential
ways to defend, mitigate, or even eradicate these security flaws.
The authors of [66] analyzed the security mechanisms and
vulnerabilities of LPWANSs (for the LoRa, Sigfox, NB-IoT, and
DASH7 standards), presenting that each solution has
advantages and downsides for IoT solutions. It was
demonstrated that, despite security protections, LoRa devices
are vulnerable to a variety of assaults.

In [106], the authors pointed out that the security of packet
transmission is affected by the spreading factor - the smaller the
factor, the longer the transmission time over the air. This makes
our packets vulnerable, especially at the physical layer and the
link layer. This leads to the fact that it is not possible to have
one fixed set of rules, because everyone has a different level of
vulnerability. The authors also conducted an analysis of
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analyzed current security approaches and found that some of
them may not be effective, hence the need for secure
communication arises. They proposed the use of Machine
Learning with reinforcement.

In [69], the authors described existing security solutions in
LPWAN:Ss, identified vulnerabilities that need to be addressed,
and compared security with other types of wireless
communication. The authors also presented the possibility of
using Soft-ware-Defined Networking (SDN) in LPWAN
security for IoT solutions, and the challenges associated with
SDN implementation.

In [107], the authors proposed the use of PHYSEC-based key
management, which is based on physical layer security in
LoRaWAN. The authors' research showed that it can be a good
solution to current key management solutions, while having low
energy consumption cost costs when compared to other key
management methods.

VI. CONCLUSIONS

This article presents an overview on wireless networks used in
Smart Buildings and Smart Cities, especially LPWANSs, and an
analysis of network servers for LoORaWAN communications and
how to configure the built experimental system on a selected
network server, using readily available and inexpensive
hardware and open-source software. The experimental system
will be expanded in the future and used for research in the field
of Intelligent Buildings and in the field of LPWAN
communication security.

The use of LPWANS is becoming increasingly desirable due to
the low-power nature of this communication. This allows us to
reduce greenhouse gas emissions to some extent and make our
devices and operations greener. However, an important aspect
is the security of communications. The number of IoT devices
using LPWAN communications is growing and expanding
every day, which makes the transmitted data attractive to
malicious attackers. Therefore, it is important to strengthen this
communication.  Despite  its  advantages, = LPWAN
communication has security issues. This creates a need for
further research and new solutions to enhance the security of
LPWAN communications. The authors' next step will be to
practically test current LPWAN security solutions and propose
an author's way to secure this communication.

ABBREVIATIONS
ABP Activation By Personalization
ADR Adaptive Data Rate
AES Advanced Encryption Standard
BLE Bluetooth Low-Energy
CSS Chirp Spread Spectrum
DL Downlink
EU European Union
GB Gigabytes
Gbps Gigabytes Per Second
LoRa Long-Range

LoRaWAN Long-Range Wide-Area Network
LPWAN Low-Power Wide-Area Network

IoT Internet of Things

ISM Industrial, Scientific, Medical
Kbps Kilobytes Per Second

kbps Kilobits Per Second
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km Kilometers

kWh Kilowatt hour

LTE Long Term Evolution

Mbps  Megabytes Per Second

MHz Megahertz

NB-IoT Narrowband Internet of Things

OTAA  Over-The-Air-Activation

SDN Software-Defined Networking

SF Spreading Factor

TTN The Things Network

TTS The ThingStack

UNB Ultra NarrowBand

UL Uplink

V2G Vehicle-to-grid

V2X Vehicle-to-everything

Wi-Fi  Wireless Fidelity

WNS Wireless Sensor Network
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